








UPGRADE Vol. VIII, No. 6, December 2007  67© CEPIS

UPENET

Disclaimer
The opinions presented are the personal views of the 

authors and cannot be considered as the official position 
of the European Commission, where one of the authors 
is currently working at the Joint Research Centre (JRC) 
in Ispra, Italy.

References

[1] 	 BSI: Advanced Security Mechanisms for Machine 
Readable Travel Documents – Extended Access Con-
trol (EAC), Version 1.1, TR-03110, <http://www.
bsi.bund.de/fachthem/epass/EACTR03110_v110.
pdf>.

[2] 	 M. Hlaváč, T. Rosa. A Note on the Relay Attacks 
on e-passports? The Case of Czech e-passports. 
<http://eprint.iacr.org/2007/244.pdf>.

[3] 	 J.-H. Hoepman, E. Hubbers, B. Jacobs, M. Oostdijk, 
R.W. Schreur. Crossing Borders: Security and Priva-
cy Issues of the European e-Passport. <http://www.
cs.ru.nl/~jhh/publications/passport.pdf> 

[4] 	 ICAO, Document 9303, Edition 6, Part 1, Part 2 and 
Part 3. <http://www.interoptest-berlin.de/pdf/Kefau-
ver_-_History_of_ICAO_Document_9303.pdf>.

[5] 	 A. Juels, D. Molnar, D. Wagner. Security and Pri-
vacy Issues in E-passports. <http://www.cs.berkeley.
edu/~dmolnar/papers/RFID-passports.pdf >.

[6] 	 ISO/IEC 14443: Identification cards – Contactless 
integrated circuit(s) cards –Proximity cards.

[7] 	 I. Kirschenbaum, A. Wool. How to Build a Low-Cost, 
Extended-Range RFID Skimmer. <http://www.eng.
tau.ac.il/~yash/kw-usenix06/index.html>.

[8] 	 E. Kosta, M. Meints, M. Hansen, and M. Gasson. 
In 1FJP international Federation for Information 
Processing, Volume 232, New Approaches for Se-
curity, Privacy and Trust in Complex Environments, 
eds. Venter, H-, Eloff, M-, Labuschagne. L., Eloff, 
J., von Solms, R., (Boston: Springer), pp. 467–472. 
2007.

[9] 	 D. Kügler, I. Naumann. Sicherheitsmechanismen 
für kontaktlose Chips im deutschen Reisepass. Ein 
Überblick über Sicherheitsmerkmale, Risiken und 
Gegenmaßnahmen. Datenschutz und Datensicher-
heit, March 2007.<http://www.bsi.de/fachthem/
epass/dud_03_2007_kuegler_naumann.pdf>.

[10] 	V. Matyáš, Z. Říha, P. Švenda. Bezpečnost 
elektronických pasů, část II, Crypto-World 1/2007. 
<http://crypto-world.info/>. 

[11] 	 MiniMe (pseudonym), Mahajivana (pseudonym): 
RFID-Zapper. <http://events.ccc.de/congress/2005/
wiki/RFID-Zapper(EN)>.

[12] 	M. Witteman. Attacks on Digital Passports, 
WhatTheHack. <http://wiki.whatthehack.org/im-
ages/2/28/WTH-slides-Attacks-on-Digital-Pass-
ports-Marc-Witteman.pdf>.

[13] 	Z. Říha. Bezpečnost elektronických pasů, část I. 
Crypto-World 10/2006. <http://www.crypto-world.

info>.
[14] 	<http://de.wikipedia.org/wiki/Reisepass>. 
[15] 	<http://www.rfid-shield.com/>. 




