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Advanced Information Systems Project Management

Risks and Project Management

Julian Marcelo-Cocho and Marta Fernandez-Diego

The management of risk in projects (including failure to reach objective) is always dependent on the complexity of the
project and the uncertainty of the objective. These are the two main factors that explain the development of a project, and
it is here that adequate countermeasures for risk-reducing preventive countermeasures can be found, as well as palliative

countermeasures for use when leading a project in the planning, and increasingly, in the monitoring stage.

Keywords: Complexity, Effectiveness, Efficiency, Risk,
Success, Uncertainty.

1 Background to Risk Management in Projects

The generic acceptance of the concept of "risk" refers
to business risk, and the word carries some psychological
dualism that is more positive than negative. It is generally
hoped that risk will evolve towards opportunity; however
it should evolve towards the insecurity which permeates
the concept of system risk (including information risks).
In a project, risk consists in developing an "attained final
state" (AFS) that differs from the "desired final state"
(DFS) —which is the "objective" (outside the project itself).
A project is seen as a dynamic system "adapting" that ob-
jective (see Figure 1).

Project Risk Management PRM is a technique that
manages the resources available to a project in order to limit
the difference between AFS to DFS. If the difference ex-
ceeds an established limit, then a risk of not meeting the
objective arises. To assure a satisfactory result, decisions
are usually required regarding new actions to reduce that
difference. The negative aspect of the concept of risk, de-
fined as the "likelihood of loss", underlies current develop-
ments in research, science, engineering, economy, society,
and everyday life.

Some functional relations underlie the risks of a comput-
ing project related to an information sub-system (and its risks)
of some business system (and its risks), given that:

m The business system functionality requires informa-

1 Hall is president of the INCOSE (International Council on Sys-
tems Engineering) working group on risk management, and leads
a project risk management working group at the Software Engi-
neering Institute of Carnegie Mellon University.

2 Casper Jones is the president of SPR Inc.
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tion sub-systems built with these type of computing projects

m  Asoftware construction project carries "project" type
risks that imply the existence of "system" risks in the infor-
mation sub-system.

m  These project risks also imply "business" risks in the
business system supporting the information sub-system
under construction.

After a first generation of Project Risks Management
PRML1 based on questionnaires and expert advice, the sec-
ond generation PRM2 began the risks analysis at the
launching of a project and plans safeguards or countermeas-
ures to reduce risk, with a wide range of models available
such as the Boehm [1], Hall* [2], Jones? [3] or SERIM [4]
models. This preventive vision of planning is usually seen

Project
"'risk™

Final attained state

Figure 1: Project Risk seen as a Result deviating from the Objective (source: own development).
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Figure 2: General Model of Risk Management (source:
MAGERIT and own development).

as "theoretical" by many project managers, trained in in-
corporating practical "palliative" countermeasures for off-
setting risks as they arise. The "tactical gap" between plan-
ners and managers has widened, and this is particularly rel-
evant in the case of software mega-projects which are con-
sidered high risk®. This introduces a third generation
PRM3 of risks project management that tends to analyse,
recover, and incorporate if needed, all other forms of project
management — especially the practical type experiences
taken from European methodological frameworks such as
Euromethod and ISPL [5] or RiskMan-DriveSPI-
RiskDriver*; as well as guided trajectories such as PMBoK
[6]. In PRM3, the quasi-causality given, for example, in
Euromethod and ISPL, prepares the way for project man-
agement ""by"" its risks management. This is a line that is
being researched by various teams such as Moynihan
[71[8][9], Barki [10], Schmidt [11][12] or INSEAD [13].

3 |IEEE Software edited a monograph on Managing Megaprojects
(1996) and a monograph on Project Risk Management (1997). Both
marked a change of course between the generations PRM2 and
PRM3.

4Riskman began in 1991 as an EUREKA European project under-
taken by a consortium of four participants, for developing an inte-
grated methodology and tool for risk management in all types of
projects. The same team launched Drive SPI in 1997 as a risk-
driven software process improvement, financed under the fourth
European R&D. Drive SPI was prolonged in 1998 under the Euro-
pean RiskDriver initiative, financed by SPIN, as part of an action
by the European Commission to promote the dissemination of best
practices.

Their empirical work is considered promising, but to date,
insufficient.

2 A Risk Management Generic Model

Some research teams have separately confirmed that there
is just one underlying model in all the studies of project risks
in generations PRM2 and PRM3. And the model is also com-
mon in studies of risks in computing systems and other sec-
tors. This axiom is receiving a clear verification in the current
construction of the forthcoming standard 1SO 31000 (previ-
ously called ISO 25700) about "Guidelines on principles and
implementation of risk management", which is commonto all
sectors and based on a shared process of action on a model that
inter-relates some defined conceptual entities and which are
then interpreted according to the sector.

This model of project risk management is similar to the
management models of system risks, for example
MAGERIT [14] or CRAMM. These models relate six enti-
ties: assets (of the considered domain), threats, likelihood,
impact, risk, and anti-risk countermeasures (see Figure 2).

2.1 Domain, Sub-domains, and Assets

In the case of project risk management PRM, its domain
includes some assets and it delimits them from its environ-
ment (considering the influence of environment on the do-
main). Those assets that play a role in the non-fulfilment of the
"objective" can be organised as a set of sub-domains whose
lower levels influence the upper levels (see Figure 3).

In this way, the success of a project is an asset of the
upper domain (“other assets") and accumulates the risks of
all of them, acting as a generic asset with two sub-assets:
efficiency and effectiveness. The "internal” project effi-
ciency has a pre-established reference of "technical” pa-
rameters (duration, novelty, structure, coherence, etc) and
"organic" parameters (such as its interest level for the ac-
tors). Effectiveness requires some “satisfactory result" pro-
viding an external reference to the project®.

5 Efficiency as global success of a project is formed by partial
successes (in the sense of Rockart’s critical success factors)
achieving final and intermediate states for these factors: as fore-
seen by Rockart. In any case, the final state includes factors of
client satisfaction, for example the 50 user satisfaction factors that
Jones (Prentice Hall, 1994) defined qualitatively and slightly am-
biguously as "quality”.

Other assets: image...

Business development

_|>

Functional processes or business

_|>

Process products or services: computing, organisation

—p

Proiect: structure, tasks, deliveries, communication, information,...

_|>

Project infrastructure: resources, agents, technoloagy

—p

Figure 3: Assets Pyramid in Project Risk Management (source: own development).
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Impact EVALUATED RISK Impact EVALUATED RISK

Very high | High Very high | Very high | Very high | Very high 0.80 0.08 0.24 0.40 0.56 0.72
High Medium High Very high | Very high | Very high 0.40 0.04 0.12 0.20 0.28 0.36
Medium Low Medium | High High Very high 0.20 0.02 0.06 0.10 0.14 0.18
Low Low Low Medium | Medium | High 0.10 0.01 0.03 0.05 0.07 0.09
Very low Very low | Verylow | Low Low Medium 0.05 0.01 0.15 0.025 |0.035 |0.045
Likelihood | Very low | Low Medium | High Very high Likelihood | 0.1 0.3 0.5 0.7 0.9

Figures 4a and 4b: Risk Evaluation in MAGERIT and in PMBoK (sources: MAGERIT and PMBoK).

43 Factors Dimensions 17 X-factors | 26 Y-factors
23 [ Objective | Business system: 1 5
domain Process: 2 3
Information: 2 1
Agents: 3 3
Technology: 1 2
20 | Service Process: 2 6
domain Information: 2 1
Agents: 3 3
Technology: 1 2

Figure 5: Classification of the 43 Situational Factors (sources: ISPL and own development).
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Figure 6: Business and Service Risks (sources

1 ISPL and own development).
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Figure 7: Factors for Selecting a Method of Estimating Risks (source: ISO 31000).
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Figures 8 and 9: X and Y Factors in the Selection of Informational and Decisional Systems (source: own development).
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Mega-factors Project Description stage Construction and Installation stages
Complexity |Uncertainty Cooperative Cognitive One shot | Incremental | Evolutionary

Low Low Expert-driven | Analytical One shot

High Participatory Incremental

Low High Expert-driven | Experimental Evolutionary

High Participatory

Figure 10: X and Y in the Organisation of a Computing Project (source: Euromethod own development).

2.2 Threat (or Risk Factor) Likelihood and Impact

Threats to project success (usually called "risk factors"
in PRM) are shown in the pyramid of asset sub-domains
and relate to: 1) infrastructure and the project itself (size,
technological novelty, structure, agents, presence of sub-
contractors, relation with other projects); 2) characteristics
of the products and services desired as the project "object"
(complexity, dispersion, implied change, etc); 3) business
processes and the business itself where products and serv-
ices will be introduced (actors, scope, communication be-
tween specialists and users, environmental stability); 4) and
"other assets" with subtler relationships.

Risk factors can be classified into two large groups de-
pending on the asset group under threat: firstly, the project
itself, its infrastructure and environments, constitute the
two lower levels of the pyramid; and secondly, the project’s
"referred" assets (the business and its processes, the prod-
ucts and services obtained).

The likelihood of presence of each threat on each vul-
nerable asset is the degree of possible risk of occurrence
associated with each "threatening" factor. The Impact meas-
ures the direct and indirect consequences of the occurrence
of each threat (risk factor) that can be measured in the case
of projects by the "distance" between AFS and DFS (at-
tained and desired final states) for each analysed asset (suc-
cess, satisfaction, duration, cost, structure, quality, etc).
Impact may be a simple failure to achieve the objective of
an asset, or may be the "degradation” of the objective of the
project, in accordance with the "tree" or “chain™ of aims
achievable by completion of the project. The simple dys-
function of an asset does not usually constitute an impact if
there is no change of state, or noticeable deterioration, or
damage. A micro-deviation of the project, or the automatic
re-launch of some task when the project contains mecha-
nisms for auto-recuperation, cannot be considered an im-

pact (although it may imply transitory forms of operation,
more or less degraded, provided these are foreseen).

2.3 Risk Evaluation

The evaluation of risk combines likelihood and impact
as a qualitative matrix (according to Figure 4a taken from
MAGERIT), or as a multiplication in simple cases (accord-
ing to Figure 4b taken from PMBoK). In any case, the ma-
trix is not symmetrical with respect to the diagonal, as greater
weight is given to impact than likelihood: risk will be greater
with high impact (and low likelihood) than with low impact
(and high likelihood).

2.4 Countermeasures against Risks

The risk factors are the immediate causes of risk and
play a central role in the search for effective solutions that
may prevent, or reduce, these risks. This may be achieved
by means of improving the existing countermeasures in the
project domain and/or incorporating new countermeasures.
Two types of intentional action are proposed:

m Preventive measures that act on the likelihood be-
fore the occurrence of a specific threat against an asset us-
ing awareness-raising actions, training, information, deter-
rence, prevention, preventive detection, or a simple accu-
mulation of resources for responding.

m Palliative and re-establishing measures that act on
impact and after it, reducing its seriousness with correc-
tive actions, recuperation, monitoring, and follow-up.

Preventive or palliative countermeasures for projects are
classified according to their period of application. Preventive
countermeasures are established during the planning period
before production; palliative countermeasures are established
in the monitoring period of production. Few project manage-
ment experts attempt to systemize these countermeasures dur-
ing the monitoring period. The risk challenge that faces all

Analysis Analysis &

| Acceptance testing |

Fragmentation

Acceptance of changes ‘
prototype

Construction

Integration
testin
Design 9
V4

Testina

Constructlon + Unit testina u

"'Cascade'’ process

Incremental process (in 'V'")

Final testina

Evolutive process (in ""W'")

Figure 11: X and Y in the Selection of the Construction and Implementation Method (source: own development).
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project management methods is the formal handling of
incidences, the choice of countermeasures to resolve them in
the monitoring period, and a coherent feedback for risk man-
agement in the re-planning processes.

3 Complexity and Uncertainty — Sufficient
Megafactors

Since 1996 the methodological framework Euromethod
of the European Union has based project risk analysis and
management on two risk mega-factors, compleXity X and
uncertaintY Y (qualified by the limitation of the resource
"time" periods). X and Y summarise the other factors caus-
ing risk, called situational factors. The Information Serv-
ices Procurement Library (ISPL) adds other factors (such
as poor quality or imprecision in service/system require-
ments, non-determination of interfaces, and de-motivation
of agents). Some 43 situational factors are classified into
two domains (objective and service domains) — their "Di-
mensions" and both mega-factors of complexity X and un-
certainty Y (see Figure 5).

ISPL also uses the value of each situational factor to
identify ten "service risks" (from 1 to 10) and five "busi-
ness risks" (from A to E), related to the situational factors
of risk in both domains and the two mega-factors of com-
plexity and uncertainty (see Figure 6).

Euromethod-1SPL only reveals that complexity and un-
certainty are mega-factors, characteristics, or ideal dimen-
sions of risk. But it does not show if these are necessary, or
even if they are sufficient. However, an increasing number
of authors have affirmed their need, and finally, its suffi-
ciency has been theoretically demonstrated. Both mega-fac-
tors are enough for dealing with any type of risk® [15] .

This demonstration supports a conclusive affirmation of
the 1SO 31000 standard about "Guidelines on principles and
implementation of risk management', whose Annex B ex-
tends complexity and uncertainty to all sectors (completed with
the capacity and availability of resources) to select the meth-
odological focus for estimating risk (see Figure 7).

The importance given to complexity X and uncertainty
Y does more than just illustrate risk in projects: it becomes
a necessary step for a decisive advance in the taxonomy;,
causality, and prognostic resolution of risk. This opens the
possible use of both mega-factors X and Y, as a necessary
condition, for efficient generalisation of the project con-
cept in many of those sectors that currently study the theory
of complexity, in the perspective of a theory of mega-com-

8 The demonstration is based on an amplification of Shannon’s
model (which identified types of uncertainty and the entropy re-
lated with the system environment) with identification between sys-
tem complexity and another type of entropy, convergent with the
previous one. It concludes that complexity and uncertainty are
manifestations of the same entropy that covers the system and
environment (or the "universe" of an eco-system). It is therefore
sufficient to explain relations between entities inside the same sys-
tem, and the system with its environment (and even more so, the
internal and external relations between the entities of any project,
seen as a dynamic system).

7 "Complexity is a function of the number of elements in the sys-
tem S, and the number and variety of its relations; every increase

40 UPGRADE vol. viil, No. 5, October 2007

plexity that is wider and more explicative (in the eco-sys-
tematic sense that underlies the combination between the
complexity of each system and the uncertainty produced by
its environment).

4 Complexity, Uncertainty, Organisation, and
Decision

An awareness of the explicative and discriminatory im-
portance of complexity X and uncertainty Y in the theory of
management is not new. However, the relation with risk is new.
The investigative school led by Mélése and Le Moigne was
already classifying information systems according to the X and
Y mega-factors, and relating these to the organisational sys-
tem S and its environment E” as shown in Figure 8.

The application of X and Y enables more advanced cor-
relations between organisational, informational, and
decisional systems — and the most appropriate computing
systems for dealing with them. The decision aided informa-
tion systems can be organised according to the two axes X
and Y&. This qualitative "matrix" (X,Y) establishes four
types of organisational systems in its quadrants that, when
translated into forms of relation or internal communication
between system components, also require four types of spe-
cific informational, decisional and computing systems— as
shown in Figure 9 [16].

1. X low, Y low. The Organisation retains the classic
hierarchical pyramidal structure. Its traditional Information
System (IS) (high volumes of operational data batch-han-
dled) implies that the types of data are more numerous than
their simple and repetitive treatments.

2. X high, Y low. The growing differentiation offered
by a hierarchical Organisation requires more levels to con-
trol it and forms of communication integrated by a com-
mon informational system — where the implied volumes
of data and the heterogeneity of the treatments are balanced,;
and including Decision Support Systems (DSS), i.e. expert
systems.

3. X low, Y high. Organisation is fragmented into ver-
tical divisions with little interaction to reduce risks and fa-
cilitate re-adaptations; but this implies problems of com-
munication that must be resolved with forms of rapid ac-
cess to a central informational system, culminating in an
Executive Information System (EIS). This EIS implies that
a human decision-maker (DM) frequently intervenes with
information search systems to reduce the uncertainty of the
organisational system.

in the complexity of the structure and functioning of S gives rise to
a more intense exchange of information. The uncertainty of envi-
ronment E is linked to the acceleration in the evolution of E; the
greater is E, greater will be the amount of information to handle".
J. Mélese. Approches systémiques des organisations, vers
I'entreprise & complexité humaine. Editions d’Organisation, 1990.
8 The horizontal axis captures the X complexity, defined now as
"the rate of volume of handling with respect to data....The vertical
corresponds to the intervention and role played by the decision-
maker... This looks for the resolution to a problem that is a priori
unknown". P. Lévine, J. Pomerol. Systemes interactifs d’aide a la
décision et systemes experts, Hermes, 1989)
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4. X high, Y high. Organisation adopts a type of ma-
trix structure with horizontal support functions for vertical
divisions. To respond in real-time to changes, decisions are
based on a system that enables rapid and specific selection
of data (data-mining) from a global information base (data
warehouse). This information sub-system combines the
search and information treatment systems 2 and 3, in a Stra-
tegic Decision Information System (SDIS), which is for-
mulated with two types of computing programs: the "search
motors" such as those that cross the nodes of Internet type
networks; and the knowledge motors that access data ware-
houses through "Intranet" networks and intelligently search
for the required information.

Euromethod not only uses X and Y to deduce the anti-
risk countermeasures required during the project monitor-
ing stage (e.g. increasing the Production milestones and
control frequencies). X and Y help focus the design of or-
ganisational, informational, and decisional systems, facili-
tating the organisation of a computing project in its various
stages of Description, Construction, and Installation.

The Description of the result combines the social or
agent cooperative approach (expert-driven or participatory)
and the cognitive approach (analytical or experimental) for
low or high X and Y (Figure 10). It enables also the selec-
tion of the best method and process in the Construction and
Installation of the result (see Figures 10 and 11):

m "One shot" method (and the "cascade" process), only
if uncertainty Y and complexity X are low

m Incremental method (and the process of fragmenta-
tion and reintegration), only if X increases

m Evolutionary method (and the prototype process), if
uncertainty Y increases.

In a computing project that supports strategic decisions,
uncertainty Y tends to prevail over complexity X. It is pos-
sible to resolve this with a DSS for routine problems and
situations, but its complexity means a choice must be made
between an EIS and a SDIS. Obtaining the necessary stra-
tegic information is linked to the structure of the jobs and
this represents a problem of complexity, linked to the syn-
thesis of the strategic information from disintegrated basic
information.

Its treatment is not related to the size and characteris-
tics of the primitive database, but with the level of techno-
logical maturity relative to implementing an application ar-
chitecture with standardised interfaces: whether they origi-
nate from the user, the communication with other systems,
the operational programming, etc.
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