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Presentation

| Pv6: A New Networ k Paradigm

Jordi Domingo-Pascual, Alberto Garcia-Martinez, and Matthew Ford

1 Introduction

The new version of the | P protocol, I1Pv6 (Internet Pro-
tocol version 6), provides extended networking functionality
— a much larger address space, restoration of end-to-end
connectivity to facilitate peer-to-peer communication and
end-to-end security, better auto-configuration tools, and
several other protocol enhancements — that could make it a
new networking paradigm This special issue is devoted to
presenting al these new possibilitiesfrom acritical point of
view.

The need for a new IP protocol arose in the early 90s
when depletion of Internet address space became a major
concern for the technical community. The IETF (Internet
Engineering Task Force) beganwork on short-term solutions,
such as replacing the classful addressing model with CIDR
(ClasdessInterdomain Routing, RFC 1519 [1]) and deploying
amore efficient model for address delegation based on RIRs
(Regional Internet Registries). But even assuming these
measureswereto be deployed successfully, addressexhaustion
was till expected to occur in the near future - for example,
RFC 1744 [2] predicted address exhaustion for 2006 at the
latest. A long-term solution involving amajor redesign of the
I Pprotocol wasrequired. Several ideaswerediscussed and the
result was |Pv6, for which the first version of the basic set of
standards was released at the end of 1995.
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Whilethe mgjor driver for these new developmentswas
the need to increase available address space, | Pv6 was a so
seen as an opportunity to refine parts of the IP protocol on
the basis of experience gained over many years of 1Pv4
(Internet Protocol version 4) deployment. The header was
reorganised to enable more efficient processing while pro-
viding improved extension header support. Auto-configura-
tion was a fundamental design criterion, leading to the
integration of the Router Advertisement mechanism, and the
specification of abasic, single-segment, fully-automatic con-
figuration mode. Finally, many other features were also in-
cluded, such as native multicast support for I1Pv6 hosts and
routers, and flow identifiers.

2 Problems and Challenges: Are We Running

out of IP Adresses?

However, despite theinitial expectationsraised, IPv6is
clearly far from being extensively deployed, and therefore
itistoo early to claim any successfor it yet. Thereare several
reasonsfor this. Thefirst isthat the direwarningsregarding
IPv4 address exhaustion have not yet materialised. Recent
studies [3] analysing past data forecast that 1Pv4 addresses
will hold out beyond 2030 unless new conditions arise that
bring about a change in the current trend in address con-
sumption, such asastrong demand for addresses for mobile
devices or the addition of alarge number of usersin China
or India. There are several explanations for this change in
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expectations: tough political control from the RIRs over ad-
dress assignment, address reuse in dial-up accesses, and so
on, but the deployment of NATs (Network Address Transla-
tors) has probably played the most important part in slow-
ing down address consumption. NATs allow the reuse of a
few publicly registered addresses in the provision of con-
nectivity to a much larger number of systems. NATs arein
widespread use, and are now serving both large organisa-
tions and residential users. Although their implementation
has deferred the address scarcity problem, this has not been
achieved without cost. Firstly, connectivity has become
asymmetric because some nodes are more capable of re-
ceiving externally-initiated communicationsthan others. Sec-
ondly, end-to-end functions depending on the preservation
of the original 1P address throughout the communication,
such as | Psec security, are now precluded. Addressing these
issuesis now one of the goals of |Pv6 supporters.

There have al so been technol ogi cal obstaclesto the suc-
cess of IPv6. While basic |Pv6 standards have been avail-
ablefor sometime, the standardisation process has not been
smooth in some key areas, since several important issues,
such asDHCPv6 or MobileIPv6, havetaken aconsiderable
amount of time to resolve. There have also been some
changes made to the core specification in recent years, such
as the deprecation of site-local addresses, or updatesto the
programming interfaces. There are also some problems to
which we are only now beginning to find solutions, such as
multihoming in IPv6, or what security model to be deployed.

But even once the technology is fully available, there
will till beagreat many challengesto be overcome. One of
the biggest of these is the requirement for applications us-
ing the socket interface to be ported to a new programming
interface to be able to use 1Pv6, due to dependencies im-
posed by the socket interface on the specific protocol to be
used. Fortunately, most operating systems already provide
support for IPv6. Communication hardware providers have
been less enthusiastic, and have provided — barring some
notable exceptions—inferior support for IPv6, compared to
IPv4, interms of both functionality and performance. Major
service providers have also been understandably reluctant
to change equipment in their operational networks to sup-
port a protocol with a relatively low number of users and
applications. It isclear that the migration processwill entail
significant costs and complexitiesfor networking organisa-
tions. Finally, there have been no new killer |Pv6-based ap-
plications or services to attract users.

3 The Good News

Notwithstanding the points raised above, there is some
good news for | Pv6, and this could be akey moment in the
migration process. The achievement of a critical mass of
IPv6 users may become a reality with the strong political
support coming from many Asian countries. Additionally,
specificationsfor some 3G mobile networksrequire the de-
ployment of IPv6, so some near-term growth in the number
of 1Pv6 users can be expected. IPv6 is also seen as an op-
portunity for European and Asian communication hardware
and software providersthat have lagged behind North Ameri-
can providers in sales for IPv4 equipment to gain a new
advantage. This, along with the enthusiastic work of organi-
sations promoting IPv6, such as the IPv6 Forum, or the nu-
merous | Pv6 Task Forces al over the world, has generated
political awarenessin the European Union. An example out-
come of this political interest is the growing trend for the
requirement of | Pv6 support in newly-issued public contracts.
Some technol ogiesthat can only be deployed in their current
formusing | Pv6 are al so generating some expectations, such
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as the deployment of end-to-end security on the network
layer, which requires public addressability that can only be
provided by IPv6; or the possibility of providing full
multihoming support for small networks or even residential
users. Some of these technologies may evolve sufficiently
to convince even the last remaining dyed in the wool |Pv6-
agnostics.

4 What Is in This Monograph

Thisisan exciting moment: alot of interesting work has
been done and we have a great many lessons to assimilate,
but this may just be the moment when we start to see IPv6
become aredlity. For this monograph we have invited au-
thors with extensive experience in the research and promo-
tion of 1Pv6 to provide a broad view of the current state of
IPv6 in articles addressing different perspectives of IPv6
deployment. Thisedition is structured as follows:

"IPv6 Deployment Sate 2005", by Jim Bound, Chief
Technology Officer of the IPv6 Forum, provides an insight
into current IPv6 deployment models and views, and how
IPv6 ismoving towards production deployment. He presents
an overview of the current state of deployment and pays
special attention to the influence security has on this de-
ployment.

"Internet Protocol version 6 Overview", by Albert
Cabellos-Aparicio and Jordi Domingo-Pascual, presents
a general overview of the basic features of 1Pv6 that pro-
vides essential background for the rest of the papers. First,
the authors present the header format used by |Pv6, dealing
with the new extension header definitionin somedetail. They
move on to talk about the addressing architecture, IPv6's
maost important contribution. Another basic topic they cover
isthe neighbour discovery mechanism and auto-configura-
tion models and tools. Finally, they describe some mecha-
nisms currently available for network migration from |Pv4
to IPv6.

The main problems and solutions for migrating applica-
tionsto IPv6 are addressed in " Transition of Applicationsto
IPv6", authored by Eva M. Castro-Barbero, Tomas P. de
Miguel-Moro, and Santiago Pavon-Gémez. Firstly, they
identify the dependencies that applications have on par-
ticular IP versions. Then, they present some tools that en-
able IPv6 communication without needing the source code
to be modified. They go on to give some recommendations
about how to port an application to IPv6, or better still (al-
though requiring greater effort), how to transform it to sup-
port both IPv4 and IPv6. Finaly, they discuss the require-
mentsfor applicationsin transition scenariosfor gradual mi-
gration.

Some examples of services and applications deployed
on pre-commercial networks are presented in " Service De-
ployment Experience in Pre-Commercial 1Pv6 Networks’,
by Ridiger Geib, Eduardo Azafién-Teruel, Sandra
Donaire-Arroyo, Aurora Ferrandiz-Cancio, Carlos Ralli-
Ucendo and Francisco Romero-Bueno. These services are
being developed by the development team at Euro6l X, an
IST (Information Society Technologies)-funded project, to
be implemented on their multi-provider 1Pv6 network. All
the applications share a tight integration with the provider
environment. The first application is a graphical network
management tool for IPv6 multi-provider networks. The
second is an |Pv6-enabled intrusion detection system. And
the third is a \Voice-over-1P application able to benefit from
the network Quality-of-Service support.

End-to-end security isone of IPv&’smost promising fea-
tures, and isthe theme of the article" Security with IPv6" by
Latif Ladid (Chair of the European IPv6 Task Force and
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President of the IPv6 Forum), Jimmy McGibney and John
Ronan. The authors present the security challenges posed
by the network layer, followed by adescription of 1Psec and
the benefitsthat |Pv6 can provide to network layer security,
based on the end-to-end model and the extended number of
bitsavailableinthePv6 address. Security when transitioning
isalso considered.

Multihoming, the ability to obtain connectivity through
multiple providers, is the key topic of "Tools for 1Pv6
Multihoming"”, by Marcelo Bagnulo-Braun, Alberto
Garcia- Martinez and Arturo Azcorra-Salofia. Current
multihoming support for IPv4 is first shown to be limited.
Then, an architecture based on the exchange of information
by the end hosts for the provision of multihoming is de-
scribed and some security considerations addressed. This
architectureis currently under discussion in the IETF.

"NEMO: Network Mobility in IPv6" by Carlos-Jesis
Bernardos-Cano, | gnacio Soto-Campos, Maria Calderon-
Pastor, Dirk von Hugo and Emmanuel Riou, deals with
network mobility in an IPv6 environment. This article de-
scribes the network mobility solution defined by the IETF

NEMO Working Group and analyses its limitations.
Some of the contributions to the network mobility research
area developed within the framework of the IST European
project DAIDALQOS (Designing Advanced network
Interfaces for the Delivery and Administration of Location
independent, Optimised personal Services) are also
presented.

Last, but not least, "IPv6 Satusin The World and | Pv6
Task Forces', by Jordi Palet-Martinez, presents an over-
view of the initiatives and efforts undertaken in Europe to

promote |Pv6, with the IPv6 European and National Task
Forces being key actors in these efforts. Task Force struc-
ture, objectives and achievements are presented, taking the
Spanish Task Force as an example.

Finally, we would like to thank the authors for all the
effort and in-depth knowledge that they have put into these
articles,and also the Editors of UPGRADE and Novatica
for the opportunity given to us of editing this monograph,
that we hope will not only be interesting and thought-
provoking reading for you, our readers, but that it will pique
your curiosity about |Pv6’'s potential to usher in a new
networking paradigm.
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